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Fig.1 LAG without SonicWall inline
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Fig.4 Ping from PC 10.103.20.54 to Laptop

Procedure:

Following (Fig.5) is an examply about how to
deploy the SonicWall inline over LAG with 2 members.
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Fig.5 LAG with SonicWall inline

Step 1: Connect C3550-Fa0/2 to SonicWall-X3, C3550-Fa0/3 to
SonicWall-X5, C3560G-Gi0/2 to SonicWall-X4 and C3560G-

Gi0/3 to SonicWall-X6.

Step 2: Nevigate to Network > Interfaces page. Click on the
Configure icon for the interface X3 and the Edit Interface

window will be displayed.

Options in the General Tab

o From the Zone menu, select the zone you

want.

o From the Mode/IP Assignment menu, select
Wire Mode(2-Port Wire).

o From the Wire Mode Type menu, select
Secure (Active DPI of Inline Traffic).

o From the Paired Interface menu, slect the

interface you want.

o From the Paired Interface Zone menu, select

the zone you want.

o (Optional) Select the Disable Stateful
Inspection option if you want it.

o (Optional) Select the Enable Link State

Propagation option if you want it.

SoncWALL | Network Security Appliance
General Advanced

Interface 'X3' Settings

v

1#/ Disable Stateful Inspection

! Enable Link State Propagation

Zone: LAN

Mode / TP Assignment: [ Wire Mode (2-Port Wire) v

Wire Mode Type: [Secure (Active DPI of Inline Traffic) v
Paired Interface: X4 v
Paired Interface Zone: LAN v
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Fig.6 General Tab

Options in the Advanced Tab
o From the Redundant/Aggregates Ports
menu, select Link Aggregation.

o For the Aggregate Port, select the port that
you want.

o Fort the Paired Interface Aggregate Port,
select the port that you want.

o Click OK
SonicWALL | MNetwork Security Appliance
General | Advanced

Advanced Settings

Link Speed: Auto Megotiate v
®) Use Default MAC Address: CO:EA:E4:59:B3:73
Shutdown Port

¥ Enable flow reporting
Exclude from Route Advertisement (NSM, OSPF, BGP, RIF)
Redundant/Aggregate Ports: Link Aggregation M
Aggregate Port:
¥ x5 Xe x7 X9 X10 12 13 x14

Paired Interface Agaregate Port:

x5 o xe X7 X9 x10 x1i2 x13 X14

Fig.7 Advanced Tab

Step 3: The configuration is displayed on the Network >
Interfaces page as following.
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Fig.8 Configuration for Wire Mode with LAG

Step 4: Testing LAG channel with SonicWall inline by ping the
laptop from PC (10.103.20.54).

C:\>ping 192.168.100.2




Pinging 192.168.180.2 with 32 hytes of data:

Reply from 192.168.188.2: hytes=32 time<ims TTL=126
Reply from 192.168.100.2: bhytes=32 time<lms TTL=126
Reply from 192.168.100.2: hytes=32 time<ims TTL=12&
Reply from 192.168.188.2: hytes=32 time<ims TTL=126

Ping statistics for 192.168.108.2:

Packets: Sent = 4, Received = 4, Lost = B (@x loszs),
Approximate round trip times in milli-seconds:

Hinimum = Bmz, Maximum = Bmz, Average = Bms

Fig.9 Testing the channel
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